Privacy and Data Protection for Angel Groups
The same privacy protection and data security issues that affect individuals and companies create important considerations for angel groups.

“There are a lot of illusions of information being private, confidential, or safe,” says Lauren Flanagan, co-founder and managing director of Phenomenelle Angels Fund I, LP (www.phenomenelleangels.com/) in Madison, WI. “Very little of it is. I live on nine acres in a rural area, and I have a feeling of privacy, but in my online life, it’s different. You must be vigilant in this world if you want privacy and protection.”

Golden Seeds, (www.goldenseeds.com) a 130 plus member angel group based in New York City, with regional offices in Boston, San Francisco and Philadelphia, recently participated in privacy training session presented by Edwards Angell Palmer & Dodge LLP (www.eapdlaw.com/) of Boston. 

“We learned that laws are getting stricter and that personal information is much broader than what we thought it was going to be,” says Kindra Tatarsky, managing director of Golden Seeds. “Any organization that takes in private or personal information should be aware of these laws.” 

Legal requirements for protecting information increase
Angel groups receive information from members and investors, employees, entrepreneurs and their companies, service providers, and other third parties. “Angel organizations need to be mindful of who has access to personal information,” Tatarsky says, “not just credit cards but any kind of information.”

Rigorous security laws are being passed to protect personal information. These laws encompass storage, access, and transfer of such information. As an example, Heather M. Stone, partner and chair, Fund Formation Practice Group, Edwards Angell Palmer & Dodge LLP, comments on the laws in Massachusetts.

“The privacy and data security laws in Massachusetts cover personal information of any Massachusetts resident, even if it is collected, handled or stored by an organization with no ties to Massachusetts,” says Stone. “Any angel group with members in Massachusetts, or that otherwise comes to possess information about Massachusetts residents, should be cognizant of these strict privacy laws and make sure that they educate themselves as to their legal obligations to protect the information.”   
Massachusetts and California have the strictest laws with other states are moving in a similar direction.

“Personal information” can include first and last name in combination with any of the following: social security number; state issued identification number; driver’s license number; bank account number or equivalent; credit/debit card number; an access code, personal identification number, or password; health insurance information, or federal or state taxpayer identification number.

Understanding specifically how the information you provide is being protected and used
“It is not just Golden Seeds protecting information,” Tatarsky says. “It is also all the third-party providers that we are depending on. That’s why transparency is so important. We have to know our providers’ privacy policies. We are potentially responsible for what they are doing and how they are using the information we provide.”

Flanagan recommends asking providers how they use your data; how they aggregate it, and how they capture and track online behavior of people who access the information. From Facebook to other providers like angel group management tool Angelsoft, she reads every page of privacy policy. In the case of Angelsoft, she recommends more clarity in its privacy policy.  (Editor’s Note:  The Angel Capital Association has formed a Users Group to work with Angelsoft and one of their focus areas is in recommending improvements to the privacy policy.)
“The rules need to be clearly stated. That’s why there’s been a huge outcry with Facebook. You have to be very careful. There is a lot of pressure to find ways to monetize information,” says Flanagan.

“We advocate using tools that don’t use or grab your data,” she says. “You have to be very comfortable that third parties won’t use your information. And you have to be aware that they are also getting more than your information; they are getting a network effect demographic. That is valuable to all kinds of people—good, bad, and ugly.”

Developing a comprehensive privacy policy based on best practices
“Golden Seeds has always protected our members’ privacy,” Tatarsky says, “but we are putting together a more formalized privacy policy. There is a lot of legalese to work through. We are also working with the Angel Capital Association (www.angelcapitalassociation.org) as a resource for best practices.”

An information security policy would include a clearly defined statement of what constitutes personal information from any sources, a process for storing information, and appropriate computer and network security. Collecting and storing only necessary private information, knowing where that information is stored, and granting access only on an as-needed basis are all good practices. 
A significant portion of security incidents are caused by lost or stolen laptops, PDAs, mobile phones, or memory sticks, so protecting personal information “in motion” should be part of any plan.

An angel group may want to develop levels of security. Many angel groups already use member-only access to certain pages on their public Web site. Encryption, access control, and a special focus on security after a person or business partner is terminated afford additional protection. It is important to guard against human error as well as hackers and others with malicious intent.

“There’s nothing that should be frightening or intimidating for angel investors,” Tatarsky says. ”This is another step in what a well-managed group does anyway and a further safeguard for angels and entrepreneurs. It’s a higher level of awareness of what you can and can’t share, and certain safeguards you put around the privacy of information.” 

